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1. Introduction

In TS 23.502, SMS over NAS procedure is described in clause 4.13.3.  A baseline procedures ‘MO SMS over NAS in CM-IDLE (baseline)‘is described under 4.13.3.3  and another optimized procedure ‘MO SMS using one step approach in CM-IDLE‘ are described under 4.13.3.4.  Both procedures use NAS messages as the transport to carry SMS messages between the UE and AMF, both in the case MO and MT cases. A security solution is proposed here which can be commonly applied for all SMS over NAS solutions here.

Solution Principle: The UE need to first establish a NAS context with AMF and then need to register with the SMS Server Function (SMSF) to send or receive SMS messages over NAS. If the UE is already registered with SMS Server Function (SMSF) and if the UE goes in to Idle mode, it is possible to send SMS messages in a one step procedure using NAS as the transport and using NAS security to protect it. If the UE is already in Idle mode and there is a SMS message to the UE, UE needs to be paged first. When the UE connects, the SMS message can be delivered to the UE in a one step NAS message.  If the UE is not registerd with the SMSF, the UE need to be triggered to register and then the same NAS transport and NAS security can be used. The SMS over NAS is secured reusing the principles of the R13 NBIoT security solution for DoNAS, the SMS message part is encrypted using NAS encryption key and the whole message is integrity protected using NAS integrity key. If multiple NAS instances are active between the UE and the network (AMF), the security context associated with the chosen NAS link will be used to partially cipher the SMS message content and integrity protect the whole NAS message.
2. Solution Proposal

***********************Start of pCR text************************

5.14.4.X 

Solution #1.X: Security solution for SMS over NAS

5.14.4.X.1

Introduction

In TS 23.502[83], SMS over NAS procedure is describedin clause 4.13.3. Once the registration procedure for SMS over NAS (described in 4.13.3.1) is completed, UE can send or receive SMS using abaseline procedure ‘MO SMS over NAS in CM-IDLE (baseline)‘  described under 4.13.3.3  or an optimized procedure ‘MO SMS using one step approach in CM-IDLE‘ described under 4.13.3.4. When the UE is in connected mode CM-CONNECTED, the UE may send or receive SMS via either 3GPP transport or via untrusted 3GPP access. A security solution is proposed here which can be applied for both SMS over NAS procedures across 3GPP and non 3GPP access.
5.14.4.X.2

Solution details

To enable SMS over NAS transport, the UE and the network performs the registration procedure described in 4.13.3.1 in TS 23.502. At successful completion of the registration procedure, the AMF has the address of the SMSF in the NAS context of the UE. Once registered the UE will be able to send and receive SMS over NAS either in CM-CONNECTED or in CM-IDLE states. The SMS PDU shall be encrypted using the 5G NAS ciphering key, e.g similar to KNAS enc as specified in clause 8.2 of TS 33.401and the whole NAS message shall be integrity protected using the 5G NAS integrity key, e.g similar to KNAS int as specified in clause 8.1 of TS 33.401. If there are multiple NAS connections active between the UE and AMF any one of the links could be used to transport the SMS and protect the data using the keys for the selected NAS link. It is assumed here the key selection inherently goes along with the chosen link and no new procedures are needed for this.

Editor’s Note: Need to update to 5G NAS keys and multiple NAS key usage. 

If the UE is in CM-IDLE state, the UE will be able to send mobile originated SMS over NAS in one step, protected as mentioned above. To receive mobile terminated SMS over NAS in this state, UE need to be paged first to make it connect to the network.

Both in the CM-CONNECTED and CM-IDLE states UE need to be registered with SMSF to send and receive SMS messages.

A call flow for this procedure is given below.

Mobile Originated Scenario:
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Figure x.1: Security procedure for SMS messages over NAS, Mobile Originated Scenario 
Step1:  The UE establishes a NAS context and registers with SMSF. AMF has the address of the SMSF in the UE NAS context. In the one step procedure, the SMSF and the UE keep the registration and thus the AMF retrieves the SMSF address fromthe UE NAS context. In the generic SMS over NAS procedure, the AMF needs get the SMSF address in the UE context prior to sending or receiving the SMS message. The NAS context in the UE and the AMF will dteremine whether the generic procedure needs to be done or one step procedure is possible.

Step 2: Mobile originated SMS scenario: UE sends the NAS message containing the SMS PDU. The SMS PDU is encypted using the 5G NAS encryption key, e.g. similar to KNAS enc as specified in clause 8.2 of TS 33.401, and the NAS message is integrity protected using the 5G NAS integrity key, e.g. similar to KNAS int as specified in clause 8.1 of TS 33.401. After AMF has checked the integrity of the NAS message, SMS PDU is retrieved by using decryption. In step 2b, the AMF forwards the SMS PDU to the SMSF if the NAS integrity verification succeeds.

Mobile Terminated Scenario: 
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Figure x.2: Security procedure for SMS messages over NAS, Mobile Originated Scenario
Step1:  The UE establishes a NAS context and registers with SMSF. AMF has the address of the SMSF in the UE NAS context. In the one step procedure, the SMSF and the UE keep the registration and thus the AMF retrieves the SMSF address fromthe UE NAS context. In the generic SMS over NAS procedure, the AMF needs get the SMSF address in the UE context prior to sending or receiving the SMS message. The NAS context in the UE and the AMF will dteremine whether the generic procedure needs to be done or one step procedure is possible.
Step 2: SMS data for the UE arrives at AMF. AMF determines the connection mode of the UE whether CM-CONNECTED or CM-IDLE.

Step3: If the UE is in CM-IDLE, AMF initiates paging the UE to make it connected to the network. If the UE is already in CM-CONNECTED, this step is not needed, step 4 is directly executed.

Step 4: SMSF sends the SMS message containing the SMS PDU to the AMF. The AMF has the NAS context for the recipient UE available and encrypts the SMS PDU using the 5G NAS encryption key, e.g. similar to KNAS enc as specified in clause 8.2 of TS 33.401. Then AMF uses the 5G NAS integrity key, e.g. similar to KNAS int and forms the NAS message to be sent to the UE. In 3b, the AMF forwards the SMS PDU to the UE, which verifies the correctness of the message and retrieves the SMS PDU by using decryption.

***********************End of  change*************************
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